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Abstr act

Thi s docunent describes a reference certificate policy
for Certificate Authorities (CA) operating within the
dobal Gid Comunity (G&). It is not a CP to be used
for operating a CAin the G&G. This CP only addresses
the use of X. 509 certificates for authentication and
explicitly avoi ded docunenting policies for digital
signature and encryption. The goal of this CP is help
the GGF to deploy PKI to support technical inter-
operation of our various Gid PKlIs. This docunent is
nmeant to serve as a nodel and is witten at tinmes as




if it were a policy to give readers an exanple. In
many cases there are suggestions and alternatives that
the reader will have to interpret on their own. The
Ameri can Bar Associ ation has produced a simlar
guidelines CP to help develop a generic CP [9]. This
docunent will attenpt to focus on issues relevant to

t he GG.

Sections of this docunent that have the phrase “No
Stipulation” reflect the community’s best practice.

It does not inply that a CA can not fill these
sections in. It only neans at this time the comunity
has not specified any requirenents.
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1. I ntroduction

This CP was devel oped for the Aobal Gid comunity to
reduce the cost and tine needed to build a Gid PKI and
i ncrease policy and technical inter-operability in the
G obal Gid community. The Gobal Gid Forumis
providing this CP as a reference Certificate Policy for
all grids that wish to participate in the dobal Gid
Community. This docunment will not preclude |ocal Gids
fromadding their owm [ocal CP to their Certificate's
Certificate Policies Extension to specify specific |ocal
Gid requirements. This docunent is a conpilation of



best practices and policy issues that will facilitate
t he depl oynment of PKI for GGF Gids.

The GG will not run a PKI for the GG community. This
docunent’s purpose is to bring together all current

i ssues related to deploying a PKI in support of Gids.
In this way it wll facilitate anyone who wi shes to
deploy a PKI in that it provides technical guidance for
policies that nust be used by Gid PKIs. The docunent is
witten as if it were the certificate policy docunent
for the general Gid forumhowever it is nmeant to
provi de gui dance for those wi shing to devel op and
docunment certificate policy for their Gid. It is
expected that all PKls deployed to support Gids wll
reference this docunent.

More information is avail able at
http://ww. gridf orum org/

This Certificate Policy (CP) defines four certificate
policies. The four policies represent four different
assurance | evels (Rudinentary, Basic, Medium and Hi gh)
for public key digital certificates. The word
“assurance” used in this CP neans how well a relying
party can be certain of the identity binding between the
public key and the individual whose subject nanme is
cited in the certificate, and how well the relying party
can be certain that the individual whose subject nane is
cited in the certificate is controlling the use of the
private key that corresponds to the public key in the
certificate.

The structure of this docunent is according to RFC 2527
[1]. Therefore there are sonme sections that are

mai ntai ned for conpatibility, although they do not apply
exactly to the services offered by all grids. Appendix 1
provides a glossary of terns used in this docunent. It
is mainly based on [1].

Wthin this docunent the words “MJST”, “MJST NOT”,
“REQUI RED’, “SHALL”, “OPTIONAL” are to be interpreted as
in RFC 2119 [2]. (See Appendix 2)



In this docunent the expression “conformng CA” is used
to indicate a CA whose behavior is conformng to the set
of provisions specified in this docunent.

This CP has used the National Conputational Science
Al'liance's [5] and the EuroPKI Certificate Policy [6]
docunents as initial source nmaterial.

1.1. Overvi ew

Thi s docunent describes a set of rules that indicates
the applicability of a certificate issued by conformng
CAto its community of users and/or class of application
wi th comon security requirenents.

A certificate policy MAY be used by a certificate user
to help in deciding whether a certificate, and the

bi nding therein, is sufficiently trustworthy for a
particul ar application. An X. 509 Version 3 certificate

i ssued by a conform ng CA SHOULD contain a reference to
this certificate policy.

More detailed information about the practices, which a
conform ng CA enploys in its operations in issuing
certificates, can be found in the Certificate

Aut horities Certification Practice Statenments (CPS).
Every conformng CA MJUST issue its own CP and CPS in
order to provide information to potential clients of the
CA about the underlying technical, procedural and |egal
foundati ons which are not specified in this policy.

1.2. | dentification

This is a GG reference docunent and will not be
assigned an O D, however it is recommended that each CP
needs an O D assigned to it so that relying parties can
verify the policies under which a certificate was
gener at ed.

1.3. Community and applicability

A conform ng CA can choose freely the community or
communities it serves and applicability of their issued
certificates but it MJUST clearly specify themin its own
CP and CPS. In every case a conform ng CA MJUST NOT issue



certificates to entities that don't belong to its
community or for applications that haven't been
carefully evaluated (for instance high val ue B2B
transactions). Mreover a conform ng CA SHALL address
all the limtations inposed by the follow ng sections of
this policy.

1.3.1. Certification Authority

An issuing conform ng CA has to take particul ar care
when it has to decide if a certain organization or

i ndi vi dual can manage a subject CA performng all the
controls and checks detailed in this policy. A
conform ng CA MAY use as many RAs (registration
authorities) as it wshes. A conform ng CA MAY al so have
the role of RAif the CAitself can do the entity

aut henti cation. Subordi nate CAs MJUST sign an agreenent
with the certifying CA stating the obligation to adhere
to the agreed procedures.

1.3.2. Regi stration authorities

Regi stration Authorities (RA) are useful for physica
identification/authentication of entities. These
authorities MJUST not be permtted to i ssue certificates.
The RA MUST sign an agreenent with the certifying CA,
stating the obligation to adhere to the agreed
procedures as identified in the CA's CPS.

1.3.3. End entities

The end entities to be certified in accordance with this
policy can be a natural person (individual or
representing an organi zation) or a conputer entity (e.dg.
a conputer, a router or an application), capable of
perform ng cryptographic operations.

Each conform ng CA MIUST detail inits CP and CPS who the
end entities are, that it is willing to certify.

1.3.4. Applicability

One of the purposes of this policy is to pronote a w de
use of public-key certificates in many different



applications. In order to pronote interoperability this
policy strongly encourages CAs to support S/M ME for
securing e-mail exchanges. It is al so suggested that

| Psec (to offer network | ayer security) and SSL/TLS (to
of fer transport |ayer security for protecting
application protocols |like HTTP, Telnet, FTP) SHOULD be
supported. It’s inportant to notice that this policy in
principle doesn't want to put a priori limtation to the
use of the certificates except for the case in which
certificates are used in a way that is prohibited by the
| aw of the countries where the issuing CA are

est abl i shed. However in order to evaluate if
certificates issued in accordance with this policy are
suitable for a certain application the chapter 2 about
“CGeneral provisions” has to be read carefully and fully
under st ood.

The certificate | evels of assurance contained in this CP
are set forth below, as well as exanples of roles played
by rel evant personnel. In the Roles colum, the nunbers

i ndi cate the nunber of “people” or roles required (for
power separation seasons)to stratify the assurance

| evel .

Assur ance Ri sk Rol es
Level
Rudi nent ary Low [1] Account

Adm ni stration, Key
Generation, Mintain Audit
Logs, Archive, Perform ng
Backups, |ssuing and
Revoki ng Certificates

Basi c Moder at e [1] Account

Adm ni stration, Key
Generation, Mintain Audit
Logs and Archive,

Per f orm ng Backups; [ 2]

I ssui ng and Revoki ng
Certificates

Medi um Moder at e [1] Account

Adm ni stration, Key
Generation; [2] Issuing
and Revoking Certificates;




[3] Maintain Audit Logs
and Archive, Performng
Backups

H gh Si gni fi cant [1] Account

Adm ni stration and Key
Generation; [2] Maintain
Audit Logs and Archives;
[3] Issuing and Revoking
Certificates; [4]

Per f or mi ng Backups

1.3.4.1 Rudinentary Assurance Level

This |l evel provides the | owest degree of assurance
concerning identity of the individual. One of the
primary functions of this level is to provide data
integrity to the information being signed. This |evel
is relevant to environnments in which the risk of
mal i cious activity is considered to be low. It is not
suitable for transactions requiring authentication, and
is generally insufficient for transactions requiring
confidentiality, but nay be used for the latter where
certificates having higher |evels of assurance are
unavai | abl e.

A single role is responsible for Account Adm nistration,
Key Ceneration, Miintain Audit Logs, Archive, perform
backups, issuing and revoking certificates.

1.3.4.2 Basic Assurance Level

This | evel provides a basic |evel of assurance rel evant
to environnments where there are risks and consequences
of data conprom se but they are not considered to be of
maj or significance. It is assuned at this security

| evel that users are not likely to be nalicious.

This level requires, at a mninmm that CA personnel
have two distinct roles. One role will be responsible
for account adm nistration, key generation, audit and
archive configuration. The other role covers issuing and
revoking certificates.

This | evel of assurance increases the nunber of events
that nust be audited and requires increased
cryptographic protection of audit |ogs, archives, and
syst em backups.

1.3.4.3 Medium Assurance Level




This level is relevant to environnments where risks and
consequences of data conproni se are noderate.

This level requires additional integrity controls to
ensure data are not nodified, and provi des sone
protection against malicious authorized users by
requiring additional role separation and nore than one
individual in arole to performcertain functions. This
| evel requires, at a mninmum three distinct roles for
CA personnel. One role will be responsible for account
adm ni stration, key generation, audit and archive
configuration; a second role wll be responsible for

i ssuing and revoking certificates; and a third role wll
be responsible for maintaining the audit |ogs and

archi ves.

The CA operating at this assurance |evel includes
mechani snms to protect agai nst soneone with physica
access to the conponents and includes additional
requirenents to ensure the CA is functioning securely.
This level requires two-party control of private key
export and additional auditing of inport and export of
secret and private keys and requests for information.
1.3.4.4 H gh Assurance Level

This level is appropriate for use where the threats to
data are high, or the consequences of the failure of
security services are high

This I evel of assurance is intended to protect against
mal i ci ous aut hori zed and unaut hori zed users by
requiring, at a mninmum four distinct roles for CA
personnel. One role will be responsible for account
adm ni stration and key generation; a second role
responsi ble for maintaining the audit |ogs and archives;
athird role responsible for issuing and revoki ng
certificates; and a fourth role responsible for

per form ng backups.

This [ evel requires significant assurance that the
security features are functioning properly, and
increases the integrity of audit |ogs and archives by
requiring signed third-party tinme-stanping.

1.4. Contact Details

1.4.1. Speci fication adm nistration organization



This section MJST be used to document who adm ni sters
your CP.

1.4.2. Cont act person

Thi s section MJST be used to docunent who to cont act
concerning the CP

1.4.3. Person determ ning CPS suitability for the
policy

It is the responsibility of conform ng CAs have to
establish their own a Policy Managenent Authority (PMA)
that will oversee the CA. The PMA is responsible for
setting policy, approving the CP and CPS, determ nation
of conpliance with the CPS, and oversight of activities
related to the devel opnent and enforcenent of policy as
specified in the CP

2. General provisions

This chapter describes obligations for relevant parties
and rmakes statenents on liability, financial/econom cal

i ssues. Moreover there’'s a section about confidentiality
that classifies information into confidenti al
information and publicly avail able and distributable
information. Auditing statenents are al so | ocated here.

2. 1. bl i gati ons

2.1.1. CA obligations
CAs are managed in general by a Policy Managenent
Authority. If the CA has a PMA it is responsible to
insure the CA obligations |isted.
Certificate Authorities are responsible for al
aspects of the issuance and nanagenent of a
certificate referencing this Policy, including
* Devel opnent of a CP that is conpliant with this
ref erence nodel .
* Devel opment of a detailed statenment of practices
and procedures (the CPS) by which the CA
i npl enents the requirenents of this Policy,



*
*

*

By

Publ i cati on of CA contact information,

Certificate application/enroll nment process,
Verification of the identity of the applicant,
Certificate creation process,

Posting of the certificate in a public repository,
Revocation of the certificate,

Certificate renewal s,

Ensuring that all aspects of the CA services and
CA operations and CA infrastructure related to
certificates issued in accordance with this Policy
are perforned in accordance with the requirenents,
representations, and warranties of this Policy,
Ensuring that all certificates generated contain a
reference to this policy in certificate extension
field.

Define and publish a dispute resolution procedure,
Publish CA audit results

issuing a certificate that references this

Certificate Policy, the CA certifies to the
subscriber, and to all Qualified Relying Parties who
reasonably and in good faith rely on the information
contained in the certificate during its operationa
period, that:

*

*

2.

1.

The CA has issued, and will manage, the
certificate in accordance with this Policy,

There are no m srepresentations of fact in the
certificate knowmn to the CA and the CA has taken
reasonabl e steps to verify additional information
in the certificate unless otherwise noted inits
CPS, and

The certificate neets all material requirenents of
this Certificate Policy and CPS.

2. RA obl i gations

An RA SHALL:

Val i date the certificate request

Aut henticate the identity of the subject
requesting certificate as docunented in this
certificate policy in section 3.



* validate the connection between a public key and
the requester identity

* including a suitable proof of possession nethod

* confirmsuch validation versus the CA

* adhere to the agreenent nade with the CA

2.1.3. Subscri ber obligations
In all cases, subscribers will be required to:

* Cenerate a key pair using a trustworthy nethod,

* Review and verify accuracy of their
representations included in the published
certificate,

* Use the certificate exclusively for authorized and
| egal purposes, consistent with this Policy,

* Instruct the CAto revoke the certificate pronptly
upon any actual or suspected |oss, disclosure, or
ot her conprom se of the subscribers private key,
and

* Take reasonabl e precautions to prevent any | oss,

di scl osure, or unauthorized use of the private key
associated with the certificate, such as:

1) Selecting a pass phrase that is a mninmm 16
characters,

2) Using upper and | ower characters or speci al
characters in the pass phrase, and

3) Protecting the pass phrase (private key)
from ot hers.

2.1. 4. Rel ying party obligations

Qualified Relying Parties are expected to rely on
certificates that reference this Policy as appropriate
aut henti cati on of the subscriber if:

* The relying party is famliar with the CPS of the
CA that generated the certificate, and the
Certificate policy before draw ng any concl usi on
on trust of a certificate issued froma conform ng
CA.



* The reliance is reasonable and in good faith in
light of all the circunstances known to the
relying party at the time of reliance,

*  The purpose for which the certificate was used was
appropriate in accordance with this Policy,

* The relying party checked the status of the
certificate prior to reliance, or a check of the
certificate’s status would have indicated that the
certificate was valid, and

* The reliance is for | awful purposes.

2.1.5. Repository obligations

Each conform ng CA should use a publicly accessible
repository to store certificates and Certificate
Revocation Lists (CRLs).

The repository should be avail abl e 7X24.

. 2. Liability
2.2.1. CAliability

The d obal Gid Forumassunes no liability for any
direct or indirect damages suffered by relying parties
caused by the failure of the CAto conply with either
its Policy or CPS or resulting fromthe reliance of a
relying party on a certificate issued by the CA

Conform ng CA MAY accept liability. Considering that
this policy is primarily established to pronote the
adoption of certificates as a nean to increase
conputer and network security in a broad variety of
applications, the subsection 1.3.4 states that there
is noapriori limtation to applicability of
certificates issued in accordance with this policy.

If nolimtation is put on certificate applicability,
this policy suggests that CAliability will be
restricted to the guarantee of making the necessary
controls to verify the identity of every requester as
described in the CP and CPS and to the adoption of the
m ni mal security neasures needed to protect CA' s



private key. I n every case the conplete |ist of
accepted liabilities MIST be specified in the CPS.

2.2.2. RA liability
Cf. subsection 2.2.1
2. 3. Fi nanci al responsibility
Wth regards to what is stated in subsection 1.3.4,
2.2.1 and section 2.5, no financial responsibility is
accepted for certificates issued in accordance with
the certificate policy.
2.3. 1. | ndemmi fication by relying parties
Miust be defined in the CP and CPS
2.3. 2. Fi duci ary rel ati onshi ps
Miust be defined in the CP and CPS
2.3.3. Adm ni strative processes
Must be defined in the CP and CPS
2.4. I nterpretati on and Enforcenent
2.4.1. Governi ng | aw
Interpretation of this policy is according to the | aw
of the country where the conformng CA is established.
This MJUST be detailed in the CP and CPS.
2.4.2. Severability, survival, nerger, notice
In the event that the CA ceases operation, al
subscri bers, sponsoring organizations, RAs, RSPs, and

Qualified Relying Parties will be pronptly notified of
the term nation.



In addition, all CAs with which cross-certification
agreenents are current at the tinme of cessation wll
be pronptly infornmed of the term nation.

Al certificates issued by the CA that reference this
Policy will be revoked no later than the tinme of

term nation.

2.4.3. Di spute resol uti on procedures
CA nust define a dispute resolution procedure within
the CP and CPS and publish it in a publicly accessible
pl ace.

2.5. Fees
2.5.1. Certificate issuance or renewal fees
Thi s policy suggests that no fees are charged for
issuing certificates. However the CA MAY charge fees,
but this MJST explicitly be stated in the CP and CPS.
2.5.2. Certificate access fees
Thi s policy suggests that no fees are charged for
allowing certificate access. However the CA MAY charge
fees, but this MIUST explicitly be stated in the CP and
CPS.

2.5.3. Revocation or status informati on access fees

Fees MUST NOT be charged for allowing certificates
revocati on or status i nformation access.

2.5. 4. Fees for other services i.e. policy
I nformation

Fees MUST NOT be charged for allow ng policy and CPS
i nformati on access.

2.5.5. Ref und policy

Must be defined in the CP and CPS



. 6. Publ i cation and Repository
2.6.1. Publication of CA information

Each Authorized CA shall operate a secure on-line
repository that is available to Qualified Relying
Parti es and that contains:

* * Audit results

* * Certificates issued that reference this Policy,

* * Signed Certificate Revocation List (CRL) or on-
line certificate status database for certificates
i ssued reference this Policy,

* * Al issued certificates except those
certificates of subscribers that explicitly
requested that their certificate SHALL not be nmade
publicly avail abl e,

* * The CA's certificate for its signing key,

* * Past and current versions of the CA s CPS,

* * A copy of this Policy, and

* * Qther relevant information relating to
certificates that reference this Policy.

*

2.6. 2. Frequency of publication

Certificates nmust be published as soon as they are

i ssued. The frequency of CRL publication is specified
in 4.4.9. Also policy and CPS SHALL be published as
soon as they are updat ed.

2.6.3. Access control

There SHOULD be no access control to policy, CPS and
CRL. There MAY be access control to certificates (for
instance to prevent bulk acquisition of data |like e-

mai | addresses or when CA decides to charge fees for

certification services).

2.6.4. Repositories

There MJST exist at |east a repository for publishing
the information nmenti oned above.



2.

7. Conpl i ance audit

To develop trust in the CA, relying organi zations
usual ly require an audit of the facilities and
operations of the CAto insure it is conplying with
the CP. This audit could entail the use of third party
auditors. In many GGF PKIs these audits are done by
peer PKIs. Peer review is the process that the
European Data Gid and the DOEGids used to eval uate
its menber organi zations. Third party audits were
consi dered too expensive for the |level of trust that
was required.

2.7. 1. Frequency of entity conpliance audit

Audits will be done before initial approval as an
Aut hori zed CA, and thereafter at |east once every
year.

2.7. 2. I dentity/qualifications of auditor

The teamw ||l be conprised of nenbers representing
applications, infrastructure, and policy/ managenent
activities not affiliated with the CA or the

organi zati on that manages the CA

2.7.3. Auditor’s relationship to audited party

The auditor’s relationship to audited party nust be
defined in the CP and CPS. The auditors nust not be
affiliated with the CA or the organi zation that
manages the CA.

2.7.4. Topi cs covered by audit

The audit will verify the quality of the services
provi ded by the CA that the CA conplies with all of
the requirenents of this Policy and its CPS, and that
the CPS CP and CPS is consistent with the requirenents
of this Policy.



2.

2.7.5. Actions taken as a result of deficiency

If a CAfails an audit, organizations or relying
parties should consider what they want to do. A
relying party may refuse to accept certificate from
the CA. If the CAis a subordinate of another it may
lose its right to issue certificates under the
superior CA.

2.7.6. Conmmuni cation of results

Must be defined in the CP and CPS
Results (pass/fail) of CA audits are to be made public
and posted on the Gobal Gid Forumweb site.

8. Confidentiality

The CA collects personal information about the
subscri bers (e.g. full name, organization, and e-nmail
address). These data MJST be processed in a way that
ensures privacy protection according to the | aws of
the country where the CA is established.

2.8. 1. Types of information to be kept confidenti al

Al'l subscribers’ information that is not present in
the certificate and CRL issued by a conformng CAis
consi dered confidential and SHALL not be rel eased
out side without explicit and well docunented

subscri ber’s aut horizati on.

Under no circunstances shall the CA (or any other
entity involved in the certificate adm nistration
process) have access to the private keys of any
subscriber to whomit issues a certificate that
references this Policy.

2.8. 2. Types of information not considered
confidenti al

I nformation included in public certificates and CRLs
i ssued by a conform ng CA are not considered
confidenti al .



2.8.3. Di scl osure of certificate
revocati on/ suspensi on i nformation

When a certificate is revoked/ suspended, a reason code
MAY be included in the CRL entry for the action. This
reason code is not considered confidential and may be
shared with all other users and relying parties.
However, no other details concerning the revocation
are normal |y discl osed.

2.8. 4. Rel ease to | aw enforcenent officials

A conformng CAwll not disclose certificate or
certificate-related information to any third party,
except when required by |aw enforcenent officials that
exhi bit regular warrant.

2.8.5. Rel ease as part of civil discovery

Must be defined in the CP and CPS.

2.8.6. Di scl osure upon owner’s request

A conforming CAwll not disclose certificate or
certificate-related information to any third party,
except when required by the owner, with a signed
request.

2.8.7. Ot her information rel ease circunstances
Must be defined in the CP and CPS.

2.9. Intell ectual Property Rights

A conform ng CA MUST NOT claimany | PR on issued
certificates.

3. ldentification and aut henticati on

Thi s conponent describes the procedures used to identify
and authenticate a certificate requester to a CA or RA
before certificate issuance. It also describes how
parties requesting rekey or revocation are



aut henticated. This conponent al so addresses nami ng
practices, including name ownership recognition and nane
di spute resol ution.

3. 1. Initial Registration
3.1.1. Types of nanes

The nam ng attributes of the subscriber to be
requested to identify and authenticate the requester
depend on the type of certificate that the subscriber
requires. In the choice of the types and format of
nanmes used in the fields of the certificate d oba
Gid Forumpolicy is conformng to RFC 2459 [ 3].
Conform ng CA MIST detail in the CP and CPS the types
and format of nanes used.

3.1.2. Need for names to be neani ngfu

The Subject and Issuer nane contained in a certificate
MUST be meani ngful in the sense that the issuing CA
has proper evidence of the existent association

bet ween these nanes and the entities to which they

bel ong.

If an e-mai|l address is included in the certificate it
isn't necessary that it follow a semantic rule that
could be used to identify person and/ or organi zati on.

3.1.3. Rul es for interpreting various nane forns
Conform ng CA MIUST detail in the CP and CPS the rules
for interpreting various nane forns used in the
certificates.

3.1.4. Uni queness of nanes

The DN MUST be uni que for each subject entity
certified by the one CA as defined by the issuer name

field.

3.1.5. Name cl ai mdi spute resol ution procedure



Di sputes are nmanaged according to the | aw of the
country where the CA is established.

3.1.6. Recogni tion, authentication and role of
t rademar ks

Must be defined in the CP and CPS.
3.1.7. Met hod to prove possession of private key

The adoption of proper nethod to prove possession of
the private key corresponding to the public key being
certified is required.

The net hod adopted MJST be detailed in the CP and CPS.
Conform ng CA MUST NOT issue certificate for which the
proof of possession fails. This policy discourages
generation of private key done by issuing CA as a
proof of possession.

3.1.8. Aut henti cation of organi zation identity

Every time a subscriber requires the inclusion of the
name of a certain organization in a certificate,

i ssuing CA MUST have evidence that the organization
has conpl ete know edge about this fact. In order to
obtain this result issuing CA MIST require sone
docunents. In all cases suitable | egal docunents that
prove the data to be certified MJUST be presented by
means of out-of-band nethods. The CA or RA MAY perform
the authentication. The details MJST be specified in
the CP and CPS.

3.1.9. Aut henti cation of individual identity

In many cases public-key certificates constitute a
mean to guarantee strong cryptographi c authentication
of communicating entities. Bearing in mnd this

prem se GGF believes that authentication of individual
identity is REQU RED. The RECOMMVENDED net hod of

aut henti cation requires that individual to present
personally to the authenticating CA or RA suitable
identification docunments. O her nethods |ike

vi deoconf erence MAY be adopted. If the subject to be



certified is a software conponent the person who
submts the request MJST prove that he has the
necessary authorization (The exact procedure MJST be
detailed in the CP and CPS.

For Subscribers, the CA shall ensure that the
applicant’s identity information is verified in
accordance with the applicable CP and CPS. CAs and/ or
RAs shall ensure that the applicant’s identity

i nformation and public key are bound adequately.
Additionally, CAs and/or RAs shall record the process
that was followed for issuance of each certificate.
Process information shall depend upon the certificate
| evel of assurance and shall be addressed in the CP
and CPS. It is recommended that the process
docunentation include the followng as a m ni mum for
proving identity, except for rudinentary:

* * The identity of the person perform ng the
i dentification;

* * A signed declaration by that person that he or
she verified the identity of the Subscriber as
required by the applicable certificate policy;

* * A unique identifying nunber fromthe ID of the
verifier and, if in-person identity proofing is
done, fromthe I D of the applicant;

* * The date and tinme of the verification;

* * A declaration of identity. The declaration
shall be signed with a handwitten signature by
the certificate applicant; if in-person identity-
proofing is done, this shall be perfornmed in the
presence of the person performng the identity
aut hentication. Were the applicant is not a
human being but is instead a network device or
some other entity, the requirenents pertaining to
identity proofing shall be done through the human
owner or designated representative.

*

Sonme of the following text is drawn from USA CPs and
may not be applicable to other countries. Every CP
needs to conply with the local privacy and an identity
| aw of the country the CAis operated. The follow ng
are exanpl es of authentication identification

requi rements for the four |evels of assurance:



Rudi mentary: The applicant nay apply in person, or

t hrough a network (such as the Internet), or via
correspondence.

No proofing of the applicant’s identity is required.
The private key corresponding to the public key
offered for the certificate may exist in any software
or hardware form The certificate shall contain
either a non-null Subject Nane or, if a null Subject
Nane, it shall contain an Alternative Subject Nane
that is popul ated and marked as non-critical. This
level is intended only for ensuring data integrity
checki ng.

NB: This level is considered valid for use in testing
but not for production Gids.

Basic: The applicant may apply in person or through a
network (such as the Internet), but if the latter is
used, the connections between the applicant and the
Regi stration Authority or its designated
representative (for registration) and Certification
Aut hority (for transport of the public key for
certificate issuance) shall be secured using a
protocol defined in the Certification Practice
Statenment (CPS) that provides for strong encryption
for the transferring of information.

The applicant shall provide appropriate proof of
identity, and the RA shall vet the information to
confirmidentity. This may be done through use of a
dat abase or by attestation froma trusted individual
in the same organi zation

The private key corresponding to the public key
offered for the certificate may exist in software or a
har dware token, and its possession by the applicant
shall be proven in accordance with PKIX Certificate
Managenent Protocol or an equival ent protocol defined
in the Certification Practice Statenent (CPS). The
certificate shall contain a non-null Subject Nane, and
may contain an Alternative Subject Nane marked as non-
critical.



Medi um The applicant shall appear in person before
the Registration Authority (RA), a Trusted Agent
approved by the RA as being authorized to confirm
identities (such as Public Notaries), that uses a
stanp, seal or other nechanismto confirmthat it has
authenticated the identity of the applicant.

NB: Some countries do not provide Governnent issued
| dentifications. Other strong | ocal nethods will need
to be defined.

The applicant shall present at |east one Governnent -

i ssued official picture identification credential, or
two non-Governnent issued official identification
credentials, at |east one of which nust be a photo

| .D., such as a driver’s license. As an alternative
to presentation of identification credentials, other
mechani sns of equi val ent or greater assurance (such as
conpari son of bionetric data to identities pre-
verified to the standards of this CP, obtained via
aut henticated interaction with secured databases) may
be used.

The Regi stration Authority or its designated
representative shall personally verify the applicant’s
identity; or the applicant shall provide credential

i nformati on, which required an antecedent in-person
appear ance before an entity accepted by the

Regi stration Authority. For exanple, if the applicant
has a credential that was digitally signed by an
entity accepted by the Registration Authority and that
required the applicant to nake an in-person appearance
before that entity, that credential nay be accepted
on-line along with other information w thout
necessitating an in-person appearance before the

Regi stration Authority. The certificate shall contain
a Di stingui shed Nanme and may contain an Alternative
Subj ect Name marked as non-critical.

When private keys are delivered to Subscribers via
har dwar e t okens, the Subscriber shall personally
appear before the RA or Trusted Agent to obtain his or
her token or token activation data.



The private key corresponding to the public key
offered for the certificate may exist in software or a
har dware token, and its possession by the applicant
shall be proven in accordance with PKIX Certificate
Managenent Protocol or an equival ent protocol defined
inthe Certification Practice Statenment (CPS). The
certificate shall contain an X 500 Di stingui shed Nane,
and optional Alternative Subject Nane if marked non-
critical.

H gh: The applicant shall appear in person before
the Registration Authority (RA), or a Trusted Agent
approved by the RA

NB: Some countries do not provide Governnent issued
I dentifications. O her strong |local nethods will need
to be defined.

The applicant shall present at |east one Governnent -

i ssued official picture identification credential, or
two non-Governnent issued official identification
credentials, at |east one of which nust be a photo
|.D., such as a driver’s license. As an alternative to
presentation of identification credentials, other
mechani sns of equi val ent or greater assurance (such as
conparison of bionetric data to identities pre-
verified to the standards of this CP, obtained via

aut henticated interaction with secured databases) nmay
be used.

When private keys are delivered to Subscribers via

har dwar e t okens, the Subscriber shall personally
appear before the RA or Trusted Agent to obtain his or
her token or token activation data.

The private key corresponding to the public key
offered for the certificate shall exist in a hardware
token, and its possession by the applicant shall be
proven in accordance with PKIX Certificate Managenent
Protocol or an equival ent protocol defined in the
Certification Practice Statenment (CPS). The
certificate shall contain an X 500 Di stingui shed Nane,



and optional Alternative Subject Nane if marked non-
critical.

For All Levels: Applicants who are unable to perform
face-to-face registration alone (e.g., a network

devi ce) shall be represented by a trusted person

al ready issued a digital certificate by the Agency.
The trusted person will present information sufficient
for registration at the level of the certificate being
requested, for both hinmself and the applicant who the
trusted person is representing.

The tabl e bel ow summari zes the identification
requi rements for each | evel of assurance.

Assur ance Identification Requirenments
Level
Rudi ment ary - No identification requirenment;

applicant may apply and receive a
certificate by providing his or her
e-mai | address

Basi c - ldentity may be established by in-
per son appearance before a

Regi stration Authority or designated
representative; or conparison of
user -supplied information (on-1ine
or in-person) to a database.

Medi um Identity established by in-person
appear ance before the Registration
Aut hority, Trusted Agent, or
designated representative. NB: Sone
countries do not provide Governnent
i ssued lIdentifications. Other strong
| ocal nmethods will need to be
def i ned.

Credentials required are either 1
Governnent -i ssued Picture |I.D., or
two Non-Governnent |.D.s, one of
whi ch shall be a photo I.D. (e.g.
Drivers License)

H gh Identity established by in-person
appear ance before the Regi stration




Aut hority or Trusted Agent. NB: Sone
countries do not provi de Governnent

i ssued ldentifications. O her strong
| ocal nmethods will need to be
def i ned.

Credentials required are either 1
Government -i ssued Picture |.D., or
two Non-Governnent |.D.s, one of
whi ch shall be a photo |I.D. (e.qg.
Drivers License)

3. 2. Routi ne rekey

This policy doesn’t nmandate any conpul sory rekey.
After certificate expiration, the CA MAY i ssue a new
certificate both for the same key or for a new key.
The rekey authentication MAY be acconplished with the
sane procedure indicate in section 3.1 for initial
registration or using digitally signed requests. These
requests MJST be sent to the CA before certificate
expiration.

A CA MAY issue nore than one certificate for the sane
subscriber wth the sanme key.

Assur ance Routi ne Rekey Requirenents for End-Entity
Level Subscri ber Signature and Encryption
Certificates

Rudi nentary | Re-key shal |l be acconplished during the | esser
of: (a) 100 days prior to key expiry, or (b)
the final 10% of the validity period for the
current signature key

ldentity may be established through use of
current signature key

Basi c Re-key shall be acconplished during the | esser
of : (a) 100 days prior to key expiry, or (b)
the final 10% of the validity period for the
current signature key

| dentity nay be established through use of




Assur ance Routi ne Rekey Requirenents for End-Entity
Level Subscri ber Signature and Encryption

Certificates

current signature key, except that identity
shall be reestablished through initial

regi stration process at | east once every 15
years fromthe tinme of initial registration

Medi um Re-key shall be acconplished during the | esser

of : (a) 100 days prior to key expiry, or (b)
the final 10%of the validity period for the
current signature key

ldentity may be established through use of
current signature key, except that identity
shall be established through initial

regi stration process at | east once every 10
years fromthe tinme of initial registration

Re-key shall be acconplished during the | esser
of : (a) 100 days prior to key expiry, or (b)
the final 10% of the validity period for the
current signature key

Identity nmust be established in person in
accordance with initial registration process.

3. 3. Rekey after revocation

A public key whose certificate has been revoked for
private key conpromse MJST NOT be re-certified. The
public key MAY be re-certified if the revocation is
only due to certificate suspension. In the |atter case
the rekey authentication MAY be acconplished with the
sanme procedure indicated in section 3.1 for initial
registration or using digitally signed requests. These
requests MJST be sent to the CA before certificate
expiration.

3. 4. Revocati on request

A proper authentication nmethod is required in order to
accept revocation request. Conform ng CA MIST accept
as a revocation request a nessage digitally signed
with a valid certificate issued in accordance with




this policy. The sanme procedures adopted for the

aut hentication during initial registration are also
considered suitable. Alternative procedures MAY be
supported such as secure comruni cati on of a revocation
PIN (Personal Identification Nunber). The exact
procedures supported MJIST be detailed in the CP and
CPS. See section 4.4.2

4. Operational requirenents

Thi s conponent is used to specify requirenents inposed
upon entities involved in the certification and
certificate revocation process.

4.

4.

1. Certificate Application

This policy permts two alternatives procedures for
certificate application:

* * certification of entities done entirely by the
CA. The details about this procedure MJST be
specified in the CP and CPS.

* * an entity generates its own key pair and submt
public key and other required data to the CA
After that the request MJST carefully follow the
procedures detailed in this policy and in the CP
and CPS for identification and authentication

2. Certificate |Issuance

Conform ng CA and RA MJST carefully check the
conpliance and validity of docunents presented by the
subscri bers. After the authentication acconplished by
met hods specified in section 3.1, CA SHOULD i ssue the
certificate. In the case of issuance CA MIST notify
the requester. If for any reasons CA decides not to
issue the certificate (even if the checks and the

aut hentication were correct) it SHOULD notify the
reason for this choice to the requester.

4. 3. Certificate Acceptance

No sti pul ati on.



4.4. Certificate Suspension and Revocation

Conformng CA is responsible for issuing CRLs and for
publ i shing signed versions. Although [3] doesn’'t
require CAs to issue CRLs, conform ng CA MJST issue
tinmely CRLs.

The CA MUST update its CRL with revoked subject CA
certificates.

4.4.1. Circunstances for revocation

A certificate MIST be revoked when information in the
certificate is known to be or suspected of being
conprom sed. This includes situations where:

* * The subscriber’s data changed

* * The subscriber’s private key is conprom sed or
Is suspected to have been conpron sed

* * The subscriber’s information in the certificate
IS suspected to be inaccurate

* * The subscriber is known to have violated his
obl i gati ons

4. 4. 2. Who can request revocation

Conform ng CA MJUST accept a revocation request nmade by
the hol der of the certificate to be revoked. Moreover
the revocation request MAY cone fromthe CA that

i ssued the certificate or from associ ated RA

O her entities MAY require revocation, presenting
evident proof of know edge of the private key
conprom se or the change of subscriber’s data.

4. 4. 3. Procedure for revocation request

The entity requesting the revocati on MJIST be properly
aut henti cated. The aut henticati on nmethod SHOULD be as
strong as the one used in the issuing procedure.
Conform ng CA MJUST accept as a revocation request a
message digitally signed with a not expired and not
previously revoked certificate issued in accordance
with this policy. An alternative procedure MAY require



the entity to visit RA or CA and to present a viable
i dentity docunent.

If the entity is a CA, the CA MIST in addition:

* * |Inform subscribers and cross-certifying CAs

* * Termnate the certificate and CRLs distribution
service for certificates/CRLs issued using the
conprom sed private key.

*

4. 4. 4. Revocati on request grace period

The conform ng CA decides: what is the anmount of tine
necessary to accept the request.

4.4.5. Circunst ances for suspension

A CA MAY tenporarily suspend a subscriber’s
certificate if the subscriber requests that service.
Unl i ke revocation, suspension of a user allows for re-
enabling at a later tinme. In every case conformng CA
are not required to offer the suspension service.

| nfformati on on public keys of disabled users MAY be
avai l abl e from CA repository.

4.4.6. Who can request suspension

In the case that a CA offers the suspension service,
CA MJST accept a suspension request made by the hol der
of the certificate to be suspended.

4.4. 7. Procedure for suspension request

The entity requesting the suspensi on MJIST be properly
aut henticated. Conform ng CA MJST accept as a
suspensi on request a nessage digitally signed with a
not expired and not previously revoked certificate

i ssued in accordance with this policy. An alternative
procedure NMAY require the entity to visit RA or CA and
to present a viable identity docunent.

4. 4. 8. Limts on suspension period



No sti pul ation.
4.4.09. CRL issuance frequency (if applicable)

CRLs MJUST be updated within one hour of receiving and
validating a certificate revocation request. CRLs
MJUST be re-issued at | east every 40 days by conform ng
CA.

4.4.10. CRL checking requirenents

Rel ying party MJUST verify a certificate against the
nost recent CRL issued fromconformng CAin order to
val idate the use of the certificate.

4.4.11. On-line revocation/status checking
availability

Conf orm ng CA MAY support on-line revocation/status
checking. Bearing in mnd that this policy requires
conformng CAto issue CRL, it isn't mandatory to

i npl ement on-1line revocation/status checking
procedures. However this policy suggests taking into
consi deration OCSP [4] as such a nechani sm

4.4.12. On-line revocation checking requirenents

No sti pul ati on.

4.4.13. O her fornms of revocation advertisenents
avai |l abl e

No sti pul ati on.

4.4.14. Checki ng requirenents for other forns of
revocati on advertisenents

No sti pul ation.
. 5. Security Audit Procedures

This policy recognizes the inportance of security
audit procedures suggesting that conform ng CA



specifies all this kind of provisions in the CP and

CPS.

4.5. 1. Types of event recorded

No sti pul ation

4.5. 2. Frequency of processing |og
No stipul ation

4.5. 3. Retention period for audit |og
No sti pul ation

4.5. 4. Protection of audit |og

No sti pul ation

4.5.5. Audit | og backup procedures
No sti pul ation

4.5.6. Audit collection system (internal vs
external)

No sti pul ati on

4.5.7. Notification to event-causi ng subj ect
No sti pul ation

4.5. 8. Vul nerability assessnents

No sti pul ati on

4. 6. Records Archi va

This section specifies the type of events that

recorded for archival purposes from CA and RA and how

this collected data are mai ntai ned. For further

details not explicitly stipulated here the reference

is the CPS.

are



4.

6. 1. Types of event recorded

Conf orm ng CA SHOULD archi ve:

*
*
*

*

*

*

4.

* Certification requests corresponding to actually
| ssued certificates

| ssued CRLs

* Al signed agreenents with other parties (e.qg.
RA)

* Docunent collected fromthe subscriber during
the enrol |l nment procedure

* Al'l relevant nessages exchanged with RA The RAs
SHOULD ar chi ve

* All validation information collected fromthe
subscri ber

* Al'l rel evant nessages exchanged with CA

6. 2. Ret ention period for archive

The minimumretention period is 2 years.

4.

6. 3. Protecti on of archive

No sti pul ation

4.

6. 4. Ar chi ve backup procedures

No sti pul ation

4.

6. 5. Requi renments for time-stanping of records

No sti pul ation

4.

6. 6. Archive collection system (internal or
external)

No sti pul ati on

4.

6. 7. Procedures to obtain and verify archive
i nformation

No sti pul ation



4.

4.

7. Key changeover
No sti pul ati on
8. Conmprom se and Di saster Recovery

* |f a CAs private key is conprom sed or suspected
to be conprom sed, the CA MUST at | east:

* * |nform subscribers, cross-certifying CAs and
relying parties

* * Terminate the certificates and CRLs distribution
service for certificates/CRLs issued using the
conprom sed private key

* * Request the revocation of the CA's certificate
If a RAs private key is conprom sed or suspected
to be conprom sed, the RA SHALL at |east inform
the CA and request the revocation of the RA' s
certificate If an entity’s private key is
conprom sed or suspected to be conproni sed, the
entity SHALL at least informthe relying parties
and request the revocation of the entity’s
certificate.

4.8. 1. Computing resources, software, and/or data
are corrupted

No sti pul ation

4.8. 2. Entity public key is revoked
No sti pul ation

4.8. 3. Entity key is conprom sed

No sti pul ation

4.8. 4. Secure facility after a natural or other
type of disaster

No sti pul ati on



4. 9. CA Term nati on

Term nation of a CAis regarded as the situation where
all service associated with a logical CAis term nated
per manent|y.

Before the CA terminates its services the follow ng
procedures MJST be conpleted as a m ni nrum

* * Informall subscribers, cross certifying CA s,
hi gher | evel CAs, and relying parties with which
the CA has agreenents or other form of established
rel ations

* * Make publicly available information of its
term nation

* * Stop distributing certificates and CRLs.

* * Destroy private keys and all copies.

*

A subordinate CA MIST terminate. It could reestablish
itself as a self-standing CA. The subordinate could
reuse its key pair as a self signed certificate.
5. Physical, procedural, and personnel security controls
5. 1. Physi cal Controls
Security requirenments inposed on the conformng CA are
indicated in the CPS. In every case this policy states
that CA MJUST be run on a dedi cated workstation. The
wor kst ati on MJUST be physically secured.
5.1.1. Site | ocations and construction
No sti pul ation
5.1. 2. Physi cal access
The physical access to the site in which the CA operates

MUST be restricted only to explicitly authorized peopl e.
5.1.3. Power and air conditioning

No sti pul ation



5.1.4. WAt er exposures
No sti pul ation
5.1.5. Fire prevention and protection
No sti pul ation
5.1.6. Medi a storage
No sti pul ation
5.1.7. Wast e di sposal
No sti pul ation
5.1.8. O f-site backup

Off-site backup facilities, if used, MJST be secured to
all ow access only to authorized personnel.

5. 2. Procedural controls
Al the issues related to procedural control Iike the
definition of trusted roles MJST be specified in the
CP and CPS.
5.2.1. Trusted rol es
No sti pul ation
5.2.2. Nunber of person required per task

No sti pul ation

5.2.3. | dentificati on and aut hentication for each
role

No sti pul ati on

5. 3. Per sonnel controls



5.3. 1. Background, qualifications, experience, and
cl earance requirenents

The personnel operating the CA MJUST be technically and
professionally conpetent. Every conform ng CA MJST
specify in the CP and CPS further details concerning
this particular topic and the rel ated issues.
5.3. 2. Background check procedures
No sti pul ati on
5.3. 3. Trai ning requirenents
No sti pul ati on
5. 3. 4. Retrai ni ng frequency and requirenents
No sti pul ati on
1
5.3.5. Job rotation frequency and sequence
No sti pul ati on
5.3.6. Sanctions for unauthorized actions
No sti pul ati on
5.3.7. Contracting personnel requirenments
No sti pul ati on
5. 3. 8. Docunent ati on supplied to personnel
No sti pul ati on
6. Technical security controls
6. 1. Key Pair Ceneration and Installation
This conmponent is used to define the provisions for key

managenent and the correspondi ng technical security
controls



6.1.1. Key pair generation

Conform ng CA s cryptographi c keys are generated by the
package chosen for certificate handling. End entities’
cryptographic keys are locally generated by their
application during the requesting process or by the CA
during the enroll nent procedure. This policy suggests
the adoption of the former procedure for signing key
pair to be used for non-repudi ati on purposes. The latter
procedure MAY be adopted for encryption key pair or bulk
aut hentication key pair.

6.1. 2. Private key delivery to entity

The entity MAY generate his/her own key pair. It is
important to notice that in the case of key pair
generation done by CA, the key pair MJUST be given to the
end entity in a secure way. Further details MJUST be
specified in the CP and CPS.

6.1. 3. Public key delivery to certificate issuer

For individual certification, the entity MJST submt a
certification request containing the public key, locally
generated, to the CARA Every conform ng CA MJST
specify in its CPS the exact procedures for delivering
public key. For CAs’ certification, the subject CA
generates the key pair.

6.1.4. CA public key delivery to users

Conform ng CA MJUST provi de nechanisns to deliver CA
public key to the users in a trustworthy manner. Further
details MJIST be specified in the CP and CPS. In every
case CA's public keys MJUST be publicly available in a
repository accessible via standard protocol such as HITP
or LDAP

6.1.5. Key sizes

The m ninmum |l ength of the private key of an end entity
to be certified MIST be decided by the CAissuer. It is



RECOVWMENDED t hat the PMA sets m ni mnum key | ength val ues
based on the vulnerability of the key to conprom se by
brute strength. This m ninumkey | ength value should be
reviewed on a regular basis and nodified as required.

6.1. 6. Publ i c key paraneters generation
No sti pul ation
6.1.7. Paranet er quality checking
No sti pul ation
6. 1. 8. Har dwar e/ sof t war e key generati on
The keys can be generated in software or in hardware
(e.g. on a cryptodevice) depending on the various tools

available to the entities.

6.1.9. Key usage purposes (as per X 509 v3 key
usage field)

A CA through the KeyUsage extension in the certificate
MAY restrict the purposes for which a key can be used.
This is a field that indicates the purpose for which the
certified public key is used. Certificates issued in
accordance with this policy MIUST have the KeyUsage
extension flagged as critical. This nmeans that the
certificate MIUST be used only for a purpose for which
the correspondi ng key usage bit is set to one.

7. CA Certificates

In CA's certificates KeyUsage extension MIST be
specified in the CP/CPS.

7.1 Private Key Protection
7.1.1. St andards for cryptographi c nodul e
This policy doesn’'t mandate the adoption of

crypt ographi ¢ nodul e conpliant with pre-determ ned
standards. Every conform ng CA MAY give in the CP and



CPS nore details about the adoption of standard
conpl i ant nodul e.

7.1. 2. Private key (n out of n) nulti-person
control

The private key of individual MJUST NOT be under (n out

of m multi-person control. Only private keys bel ongi ng
to a CA, a hardware conponent or a software conponent
MAY be under such a control: in this case the type of

control MJST be specified in the CP and CPS.
7.1.3. Private key escrow

This policy discourages the inplenentation of private
key escrow policy both for end entities and CA

7.1.4. Private key backup

This policy suggests that all the parties SHOULD

mai ntain a backup copy of the private key in order to
reconstitute it in case of destruction of the key. This
backup MJUST be carefully protected especially in the
case of backup of private key CA

7.1.5. Private key archiva

This policy suggests the inplenentation of a procedure
for private key archival only for a private key used for
encryption/ decryption. Indeed it MAY be necessary to

mai ntain a copy of a private key in order to correctly
decrypt nessages even if the correspondi ng public-key
certificate is expired.

7.1.6. Private key entry into cryptographi c nodul e
The private key of all entities SHOULD be stored in an
encrypted form This provision is particularly inportant

if the entity is a CA

7.1.7. Met hod of activating private key



Specific details about how to activate private key
SHOULD be found in the CP and CPS. As a general
suggestion this policy recomends that for the
activation of a private key sone specific activation
data MJST be entered in the cryptographi c nodule. At

| east the activation data MJST consist in a PIN or
passphrase, but for the nost val uable private key (e.g.
the ones belonging to CA) the use of hardware tokens or
bi onmetrics data i s suggested.

7.1.8. Met hod of deactivating private key
No sti pul ati on
7.1.9. Met hod of destroying private key

No sti pul ation

7.2. O her aspects of key pair managenent
7.2.1. Publ i c key archiva
Conform ng CA MUST archive all issued certificates.

Mechani snms to provide integrity controls other than
di gital signatures MAY be inpl enented.

7.2.2. Usage periods for the public and private
keys

No sti pul ation
7.3. Activation data

7.3. 1. Activation data generation and installation

Pass phrases or PINs MJUST be sel ected according to “best
practice”. This neans that it is necessary to suggest a
suitable mnimal length for the pass phrases and to
enforce nechanisnms to check that pass phrases show
enough entropy.

7.3.2. Activation data protection



Pass phrases protecting private keys MJST be accessible
only to the legitimte users (e.g. certificate hol der
for personal certificates, CA operators for CA signing
keys, etc). An exception for this indication is the
i npl enmentati on of a secure archival/backup nmechani sm for
activation data. Such a mechani sm MUST be clearly
defined in the CP and CPS.

7.3.3. O her aspects of activation data
No sti pul ation
7. 4. Comput er security controls

7.4.1. Specific conmputer security technical
requirenents

No sti pul ation
7.4.2. Comput er security rating
No sti pul ation
7.5. Life cycle technical controls
7.5. 1. Syst em devel opnent control s
No sti pul ation
7.5. 2. Security managenent controls
No sti pul ation
7.5. 3. Life cycle security rating
No sti pul ation
7.6. Net wor k security controls
This policy strongly suggests that the machi ne on which
the cryptographi c nodul e used for CA operations SHOULD

be kept off-line to prevent network attacks. In every
case network access to the CA workstati on MIST be



limted in order to protect the CA's private key in an
appropriate way from di scl osure.

7.7. Crypt ogr aphi ¢ nodul e engi neering controls
No sti pul ation
8. Certificate and CRL profiles
8. 1. Certificate Profile
This topic is covered in a separate GGF best practices
docunment. Refer to that docunent for guidance.
8. 2. CRL Profile
8.2. 1. Ver si on nunber (s)
Those depl oying grids have determ ned that the version

field in the certificate should stat 1, indicating
X.509.v2 CRL.

8.2. 2. CRL and CRL entry extensions
No sti pul ation.
9. Specification adm nistration
9.1. Speci ficati on change procedures

Edi torial changes can be made to the policy and CPS. In
case of substantial changes

of the policy all CAs and users MJUST be notified in
advance. Moreover CAs MJST update the policy in
accordance with the policy changes. Policy changes that
imply mnor technical adjustnents MJST be notified in
advance.

9. 2. Publ i cati on and notification policies

This policy will be published and nade avail able on |ine
as a GG docunent and nmintained as part of the GG
docunent store.



10.

9. 3. CPS approval procedures

Conform ng CA MJUST be eval uated for conpliance with the
policy. In order to obtain CPS approval conform ng CAs
MAY submt their CPS to the contact people specified in
section 1.4.3 which describes the PVMA After that
conform ng CA MUST wait for the answer. The tine limt
for conpleting the evaluation is established in 60 days.
It mght be acceptable to have CA self certification for
conpliance, but in this case if non-conpliance is
reported to A obal Gid Forum organi zation then the CA
certificate will be revoked.
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APPENDI X 1

Certification Authority (CA) - An authority trusted by
one or nore users to create and assign public key
certificates. Optionally the CA may create the user’s
keys. It is inportant to note that the CA is responsible
for the public key certificates during their whole
lifetinme, not just for issuing them

CA-certificate - A certificate for one CA s public key
i ssued by anot her CA

Certificate policy (CP) - A named set of rules that
indicates the applicability of a certificate to a
particular community and/or class of application with
common security requirenents. For exanple, a particular
certificate policy mght indicate applicability of a
type of certificate to the authentication of electronic
data i nterchange transactions for the tradi ng of goods
within a given price range.

Certification path - An ordered sequence of certificates
whi ch, together with the public key of the initial

object in the path, can be processed to obtain that of
the final object in the path. Certification Practice
Statenent (CPS) - A statenent of the practices, which a
certification authority enploys in issuing,

certificates.

Certificate revocation list (CRL) - ACRLis a tine
stanped |ist identifying revoked certificates, which is
signed by a CA and made freely available in a public
repository. Issuing certification authority (issuing CA
- In the context of a particular certificate, the
issuing CAis the CA that issued the certificate (see

al so Subject certification authority).



Public Key Certificate (PKC) - A data structure
containing the public key of an end entity and sone
ot her information, which is digitally signed with the
private key of the CA which issued it.

Public Key Infrastructure (PKI) - The set of hardware,
software, people, policies and procedures needed to
create, manage, store, distribute, and revoke PKCs based
on public-key cryptography.

Regi stration authority (RA) - An entity that is

responsi ble for identification and authentication of
certificate subjects, but that does not sign or issue
certificates (i.e., an RA is delegated certain tasks on
behalf of a CA). [Note: The term Local Registration

Aut hority (LRA) is used el sewhere for the sane concept. ]

Relying party - Arecipient of a certificate who acts in
reliance on that certificate and/or digital signatures
verified using that certificate. In this docunent, the
ternms “certificate user” and “relying party” are used

I nt erchangeabl y.

Subj ect certification authority (subject CA) - In the
context of a particular CAcertificate, the subject CA
is the CA whose public key is certified in the
certificate.

IPR — Intellectual Property Rights
Appendi x 2
Key words for use in RFCs to Indicate Requirenent Levels

According to RFC 2119 [2] “Key words for use in RFCs to
I ndi cate Requirenent Levels”, we specify how the main
keywords used in RFCs should be interpreted. Aut hors who
foll ow these gui delines should incorporate this phrase
near the begi nning of their docunent:

The key words “MJST”, “MJIST NOI”, “REQUI RED’, *“SHALL”,
“SHAL NOT”, “SHOULD', “SHOULD NOTI”, “RECOVMENDED',



“MAY”, and “OPTIONAL” in this docunent are to be
interpreted as described in RFC 2119.

1. MJST This word, or the terns “REQU RED’ or “SHALL”,
nmean that the definition is an absol ute requirenent of
the specification.

2. MJST NOT This phrase, or the phrase “SHALL NOT”,
mean that the definition is an absol ute prohibition of
the specification.

3. SHOULD This word, or the adjective “RECOMVENDED,
mean that there may exist valid reasons in particular
circunstances to ignore a particular item but the ful
i nplications nust be understood and careful |y wei ghed
bef ore choosing a different course.

4. SHOULD NOT This phrase, or the phrase “NOT
RECOMMVENDED’ nean that there may exist valid reasons in
particul ar circunstances when the particul ar behavior is
acceptabl e or even useful, but the full inplications
shoul d be understood and the case carefully wei ghed
before inplenenting any behavi or described with this

| abel .

5. MAY This word, or the adjective “OPTIONAL”, nean
that an itemis truly optional. One vendor may choose to
i nclude the item because a particul ar marketpl ace
requires it or because the vendor feels that it enhances
the product while another vendor nmay onit the sane item
An i npl ementati on which does not include a particul ar
option MJST be prepared to interoperate with another

i npl enent ati on whi ch does incl ude the option, though
perhaps with reduced functionality. In the same vein an
i npl enent ati on whi ch does include a particular option
MUST be prepared to interoperate with another

I npl ement ati on whi ch does not include the option
(except, of course, for the feature the option

provi des.)



